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[bookmark: _Toc479604932][bookmark: _Toc74177614]Introduction
This document is designed to assist Law Enforcement Agencies (LEA’s) with uploading state crime data in an automated manner into the SWIFTREPOSITORY using Optimum Technology’s (OTECH) Web Services, SWIFTUPLOAD functionality. The user will note that there are references throughout the document to the SWIFTREPOSITORY.  This is the product that the State LEAs will use for the Uniform Crime Reporting.  

[bookmark: _Toc479604933][bookmark: _Toc74177615]Services Overview
The SWIFTUPLOAD Web services has five exposed Web services:
· Upload
· CheckStatus
· GetEDS
· GetWDS
· ChangePassword
The primary method is Upload which uploads data files into the Repository. The loading process is executed asynchronously, so the requester needs to use CheckStatus to check the status of the upload in the system. After processing is complete, the agencies can access the Error Dataset (EDS) and Warning Dataset (WDS) file using GetEDS and GetWDS. Finally, the agency can reset the password that it logs in with using the ChangePassword feature.

[bookmark: _Toc479604934][bookmark: _Toc74177616]Purpose
The purpose of the web services is to foster system-to-system communication for the complex, multi-stage process of submissions.   
[bookmark: _Toc479604935][bookmark: _Toc74177617]Scope
The scope of the web services currently matches the functionality of the manual upload GUI within the Repository. 
[bookmark: _Toc74177618]Proxy Generation in .NEt
 The figure below shows the Service Reference Settings in .NET.
NOTE: The Web Services were built using WCF (Windows Communication Foundation) message contracts and developers should click “Always Generate Message Contracts” under the “Advanced” options in the “Add Service Reference” dialog box, when creating service references in .NET.



[bookmark: _Toc42768067][bookmark: _Toc74177664]Figure 1 — Services Reference Settings in .NET
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[bookmark: _Toc479604936][bookmark: _Toc74177619]Service Model
This section describes the specifications and schemas that define the technical implementation of the Repository web services described above.  It outlines the specific inputs, outputs and behaviors of each of the actions that correspond to the capabilities listed above.  The Service Model is composed of an Information Model and a Behavior Model; each is described in the following subsections.    
[bookmark: _Toc479604937][bookmark: _Toc74177620]Information Model
The information model is described by the WSDL (Web Service Definition Language) for the web services.
[bookmark: _Toc479604938][bookmark: _Toc74177621]Data Inputs
All data inputs are wrapped in SOAP (Simple Object Access Protocol) envelopes and the SOAP header contains an object called SwiftUploadCredentials of type Credentials that has two parameters: UserName and Password. Authorization occurs with each connection. All connections must be made through SSL (Secure Socket Layer) to ensure the privacy of the credentials.  
The table below describes the SOAP header credentials.
[bookmark: _Toc37691789][bookmark: _Toc42768040][bookmark: _Toc74177646]Table 1 — SOAP Header Credentials
	Credentials

	Description
	

	User login credentials specified in the SOAP Header. 

NOTE: Due to the inclusion of a username and password, the method must be executed in SSL.  

	Field
	Type
	Description

	UserName
	string
	A valid user’s login within the SWIFTRepository System 

	Password
	string
	A valid user’s password  for the login provided within the SWIFTRepository System 



All non-credential inputs are wrapped into an object named after the method and appended with the suffix “Request.” For instance, the CheckStatus method would have CheckStatusRequest node/object that contains all the information that is not part of the credentials. There are four request objects:
· UploadRequest
· CheckStatusRequest
· GetEDSRequest
· GetWDSRequest
· ChangePasswordRequest
[bookmark: _Toc74177622]UploadRequest

The table below describes the UploadRequest parameter.
[bookmark: _Toc42768041][bookmark: _Toc74177647]Table 2 — Parameters of the UploadRequest
	UploadRequest

	Description
	

	The Upload method has one parameter (UploadRequest) designed to facilitate the upload of the data. 
NOTE: If the credentials have more than one Agency associated with them the file will be associated with the user’s default agency.  

	Field
	Type
	Description

	Filename
	String
	The name of the file uploaded from the user system. Any Windows file name is valid, the system will assign an internal file name during processing, and this is strictly for the agencies’ bookkeeping.  

	ORINumber
	String
	The data submitting ORI

	File
	Array of Byte
	The actual file being uploaded into the system. 



Sample UploadRequest
	<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Header>
    <Action s:mustUnderstand="1" xmlns="http://schemas.microsoft.com/ws/2005/05/addressing/none">http://www.otech.com/SwiftRepository/SwiftUpload/SwiftUpload/Upload</Action>
    <h:SwiftUploadCredentials xmlns="http://www.otech.com/SwiftRepository/SwiftUpload" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:h="http://www.otech.com/SwiftRepository/SwiftUpload">
      <UserName>KnockKnock99!!</UserName>
      <Password>Optimum.Submitter.1</Password>
    </h:SwiftUploadCredentials>
  </s:Header>
  <s:Body xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
    <UploadRequest xmlns="http://www.otech.com/SwiftRepository/SwiftUpload">
      <FileName>incident-012021-abc.xml</FileName>
      <ORINumber>FBI111111</ORINumber>
<File>PG5pYnJzOlN1Ym1pc3Npb24KICB4bWxuczpuaWJycz0iaHR0cDovL2ZiaS5nb3YvY2ppcy9uaWJycy8yMDE5IgogIHhtbG5zOmNqaXM9Imh0dHA6Ly9mYmkuZ292L2NqaXMvMi4wIgogIHhtbG5zOmNqaXNjb2Rlcz0iaHR0cDovL2ZiaS5nb3YvY2ppcy9jamlzLWNvZGVzLzIuMCIKICB4bWxuczppPSJodHRwOi8vcmVsZWF       VtLmdvdi9uaWVtL2FwcGluZm8vMy4wLyIKICB4bWxuczp1Y3I9Imh0dHA6Ly9yZWxlYXNlLm5pZW0uZ292L25pZW0vY29kZXMvZmJpX3Vjci8zLjIvIgogIHhtbG5zOmo9Imh0dHA6Ly9yZWxlYXNlL==</File>
    </UploadRequest>
  </s:Body>
</s:Envelope>



[bookmark: _Toc74177623]CheckStatusRequest 

The table below describes the CheckStatusRequest parameter.
[bookmark: _Toc42768042][bookmark: _Toc74177648]Table 3 — CheckStatusRequest Parameter
	CheckStatusRequest

	Description
	

	The CheckStatus method has one parameter (CheckStatusRequest) used to check on the status of a previously uploaded file that the provided credentials have access to.

	Field
	Type
	Description

	SubmissionID
	String
	An unique identifier assigned to a file that the login credentials has access to within the SWIFTREPOSITORY System. The submission ID is generated after the data file is uploaded.



Sample CheckStatusRequest
	<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Header>
    <Action s:mustUnderstand="1" xmlns="http://schemas.microsoft.com/ws/2005/05/addressing/none">http://www.otech.com/SwiftRepository/SwiftUpload/SwiftUpload/CheckStatus</Action>
    <h:SwiftUploadCredentials xmlns="http://www.otech.com/SwiftRepository/SwiftUpload" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:h="http://www.otech.com/SwiftRepository/SwiftUpload">
      <UserName>KnockKnock99!!</UserName>
      <Password>Optimum.Submitter.1</Password>
    </h:SwiftUploadCredentials>
  </s:Header>
  <s:Body xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
    <CheckStatusRequest xmlns="http://www.otech.com/SwiftRepository/SwiftUpload">
      <SubmissionID>13245</SubmissionID>
    </CheckStatusRequest>
  </s:Body>
</s:Envelope>





[bookmark: _Toc74177624]GetEDSRequest

The table below describes the GetEDSRequest parameter.
[bookmark: _Toc42768043][bookmark: _Toc74177649]Table 4 — Parameters of the GetEDSRequest
	GetEDSRequest

	Description
	

	The GetEDS method has one parameter (GetEDSRequest) to access the EDS file of a previously uploaded file that the provided credentials have access to. 

	Field
	Type
	Description

	SubmissionID
	String
	An ID assigned to a file that the login credentials has access to within the SWIFTREPOSITORY System. The submission ID is generated after the data file is uploaded.



Sample GetEDSRequest
	<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Header>
    <Action s:mustUnderstand="1" xmlns="http://schemas.microsoft.com/ws/2005/05/addressing/none">http://www.otech.com/SwiftRepository/SwiftUpload/SwiftUpload/GetEDS</Action>
    <h:SwiftUploadCredentials xmlns="http://www.otech.com/SwiftRepository/SwiftUpload" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:h="http://www.otech.com/SwiftRepository/SwiftUpload">
      <Password>Optimum.Submitter.1</Password>
      <UserName>KnockKnock99!!</UserName>
    </h:SwiftUploadCredentials>
  </s:Header>
  <s:Body xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
    <GetEDSRequest xmlns="http://www.otech.com/SwiftRepository/SwiftUpload">
      <SubmissionID>123</SubmissionID>
    </GetEDSRequest>
  </s:Body>
</s:Envelope>





[bookmark: _Toc74177625]GETWDSREQUEST
The table below describes the GetWDSRequest parameter.
[bookmark: _Toc74177650]Table 5- Parameters of the GetWDSRequest
	GetWDSRequest

	Description
	

	The GetWDS method has one parameter (GetWDSRequest) to access the WDS file of a previously uploaded file that the provided credentials have access to. 

	Field
	Type
	Description

	SubmissionID
	String
	An ID assigned to a file that the login credentials has access to within the SWIFTREPOSITORY System. The submission ID is generated after the data file is uploaded.



Sample GetWDSRequest
	<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Header>
    <Action s:mustUnderstand="1" xmlns="http://schemas.microsoft.com/ws/2005/05/addressing/none">http://www.otech.com/SwiftRepository/SwiftUpload/SwiftUpload/GetWDS</Action>
    <h:SwiftUploadCredentials xmlns="http://www.otech.com/SwiftRepository/SwiftUpload" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:h="http://www.otech.com/SwiftRepository/SwiftUpload">
      <Password>Optimum.Submitter.1</Password>
      <UserName>KnockKnock99!!</UserName>
    </h:SwiftUploadCredentials>
  </s:Header>
  <s:Body xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
    <GetWDSRequest xmlns="http://www.otech.com/SwiftRepository/SwiftUpload">
      <SubmissionID>123</SubmissionID>
    </GetWDSRequest>
  </s:Body>
</s:Envelope>




[bookmark: _Toc74177626]ChangePasswordRequest
The table below describes the ChangePasswordRequest parameter.
[bookmark: _Toc74177651]Table 6- Parameters of the ChangePasswordRequest
	ChangePasswordRequest

	Description
	

	The ChangePassword method has one parameter (ChangePasswordRequest) that changes the password for the provided credentials.  

	Field
	Type
	Description

	NewPassword
	String
	The new password must conform to the configured password rules. 
The password rules are
1) The password must be at least 12 characters long
2) The password requires at least 2 numeric characters
3) The password requires at least 2 characters that are upper case letters
4) The password requires at least 2 characters that are lower case letters
5) The password requires at least 2 characters that are symbols




Sample ChangePasswordRequest
	<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Header>
    <Action s:mustUnderstand="1" xmlns="http://schemas.microsoft.com/ws/2005/05/addressing/none">http://www.otech.com/SwiftRepository/SwiftUpload/SwiftUpload/ChangePassword</Action>
    <h:SwiftUploadCredentials xmlns="http://www.otech.com/SwiftRepository/SwiftUpload" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:h="http://www.otech.com/SwiftRepository/SwiftUpload">
      <Password>Optimum.Submitter.1</Password>
      <UserName>KnockKnock99!!</UserName>
    </h:SwiftUploadCredentials>
  </s:Header>
  <s:Body xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
    <ChangePasswordRequest xmlns="http://www.otech.com/SwiftRepository/SwiftUpload">
      <NewPassword>WhosThere01##</NewPassword>
    </ChangePasswordRequest>
  </s:Body>
</s:Envelope>


[bookmark: _Toc479604939][bookmark: _Toc74177627]Data Outputs
All data outputs are wrapped in SOAP envelopes and contain at least two parameters: OperationStatusID and OperationStatusMessage. All outputs are wrapped into an object with the suffix “Response.”   The OperationStatusID has four possible values:
· Success
· AccessDenied
· Error
· MalformedRequest

[bookmark: _Toc42880681][bookmark: _Toc44922454][bookmark: _Toc74177628]Success
The OperationStatusID “Success” indicates that the operation was successful in validating the login credentials, and that the user has correct permissions (both functional and data), the request did not encounter an error, and that the request was not malformed.  
Note: The OperationStatusID “Success” does not imply that the file has been processed or that is error free. It notifies that the file was successfully uploaded. The CheckStatus method provides information about the status of the file.
Sample Success
	<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Header />
  <s:Body xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
    <ChangePasswordResponse xmlns="http://www.otech.com/SwiftRepository/SwiftUpload">
      <OperationStatusID>Success</OperationStatusID>
      <OperationStatusMessage>SUCCESS</OperationStatusMessage>
    </ChangePasswordResponse>
  </s:Body>
</s:Envelope>



[bookmark: _Toc42880682][bookmark: _Toc44922455][bookmark: _Toc74177629]Accessdenied
The OperationStatusID “AccessDenied” indicates that the login credentials did not have permissions due to one (or more) of the following:
· The SWIFTUPLOAD Web services are not enabled
· The login credentials are invalid
· The login credentials are valid, but the account is locked
· The login credentials do not have permissions to use the SWIFTUPLOAD Web services 
· The login credentials do not have permissions to access the agency to which the file was uploaded 
· The login credentials do not  have the needed permission for the operation
· The login credentials do not have permission to access the data
The OperationStatusMessage includes more information that informs the requester about the specific reason why AccessDenied was returned. 


Sample Access Denied
	<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Header />
  <s:Body xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
    <ChangePasswordResponse xmlns="http://www.otech.com/SwiftRepository/SwiftUpload">
      <OperationStatusID>AccessDenied</OperationStatusID>
      <OperationStatusMessage>The credentials provided do not have permission to use the SwiftUpload Service. If this is in error, ask an adminstrator to assign this account a role that has the Swift Upload Web Sevice system function.</OperationStatusMessage>
    </ChangePasswordResponse>
  </s:Body>
</s:Envelope>



[bookmark: _Toc42880683][bookmark: _Toc44922456][bookmark: _Toc74177630]Error
The OperationStatusID “Error” implies that an error occurred during the operation. The OperationStatusMessage includes more information that may help troubleshoot the error. Additionally, all errors are logged in the SWIFTRepository database. 
Sample Error
	<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Header />
  <s:Body xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
    <UploadResponse xmlns="http://www.otech.com/SwiftRepository/SwiftUpload">
      <OperationStatusID>Error</OperationStatusID>
      <OperationStatusMessage>Unable to finished migrating the data.</OperationStatusMessage>
    </UploadResponse>
  </s:Body>
</s:Envelope>



[bookmark: _Toc42880684][bookmark: _Toc44922457][bookmark: _Toc74177631]Malformedrequest
The OperationStatusID “MalformedRequest” implies that the request passed to the web services was malformed in that a node/object or field critical to processing the request is absent. The OperationStatusMessage may include more information that may help troubleshoot the error.
Sample Malformed Request
	<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Header />
  <s:Body xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
    <ChangePasswordResponse xmlns="http://www.otech.com/SwiftRepository/SwiftUpload">
      <OperationStatusID>MalformedRequest</OperationStatusID>
      <OperationStatusMessage>The request was malformed, please make sure that all the required information is included.</OperationStatusMessage>
    </ChangePasswordResponse>
  </s:Body>
</s:Envelope>



[bookmark: _Toc74177632]UploadResponse
The figure below displays the UploadResponse format.
[bookmark: _Toc74177665]Figure 2 — UploadResponse Format



The table below describes the UploadResponse fields.
[bookmark: _Toc74177652]Table 7- UploadResponse Fields
	UploadResponse

	Description
	

	UploadResponse is the response from the Upload Web services. 
The requester submits a file by invoking the Upload Web services method to the SWIFTREPOSITORY; the Web method returns an UploadResponse for the operation to describe the operations status and to return a SubmissionID. The requester can use the SubmissionID to query the status of the upload, as it proceeds through the SWIFTREPOSITORY.

	Field
	Type
	Description

	OperationStatusID
	OperationStatus Enumeration
	An enumeration that indicates the result of the operation method. The values of this status are:
· Success
· Error
· AccessDenied 
· MalformedRequest

	OperationStatusMessage
	String
	A message that can be returned in conjunction with the OperationStatusID; typically used to inform the requester of additional information when the OperationStatusID is Error or AccessDenied

	SubmissionID
	String
	The unique identifier for the Submission within the SWIFTREPOSITORY 





Sample UploadResponse Success
	<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Header />
  <s:Body xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
    <UploadResponse xmlns="http://www.otech.com/SwiftRepository/SwiftUpload">
      <OperationStatusID>Success</OperationStatusID>
      <OperationStatusMessage>Success</OperationStatusMessage>
      <SubmissionID>1492</SubmissionID>
    </UploadResponse>
  </s:Body>
</s:Envelope>



[bookmark: _Toc74177633]CheckStatusResponse
The figure below displays the format of CheckStatusResponse. 
[bookmark: _Toc37691804][bookmark: _Toc42768069]
[bookmark: _Toc74177666]Figure 3 — CheckStatusResponse Format





The table below describes the CheckStatusResponse fields.
[bookmark: _Toc74177653]Table 8- CheckStatusResponse Fields
	CheckStatusResponse

	Description
	

	CheckStatusResponse is the response from the CheckStatus Web services.
The requester invokes the CheckStatusResponse Web services method to the SWIFTREPOSITORY to acquire the status of a prior upload. 

	Field
	Type
	Description

	OperationStatusID
	OperationStatus Enumeration
	An enumeration that indicates the result of the operation method. The values of this status are:
· Success
· Error
· AccessDenied 
· MalformedRequest

	OperationStatusMessage
	String
	A message that can be returned in conjunction with the OperationStatusID; typically used to inform the requester of additional information when the OperationStatusID is Error or AccessDenied

	FileStatusID
	ImportFileStatus Enumeration
	An enumeration that indicates status of the upload in the SWIFTREPOSITORY. The values of this status are:
· Unknown
· Initial 
· InitialComplete 
· InitialError 
· InitialCanceled 
· InitialResumed 
· ReadyForProcessing 
· Processing 
· ProcessingComplete
· ProcessingError 
· ProcessingCanceled
· ProcessingResumed
· LoadingIntoDatabase 
· LoadingIntoDatabaseComplete 
· LoadingIntoDatabaseError
· LoadingIntoDatabaseCanceled 
· LoadingIntoDatabaseResumed 
· Validating 
· ValidatingComplete 
· ValidatingError 
· ValidatingCanceled 
· ValidatingCanceledDuplicate
· ValidatingResumed 
· WriteEDSFile 
· WriteEDSFileComplete
· WriteEDSFileError 
· WriteEDSFileCanceled
· WriteEDSFileResumed 
· MigratingToTables 
· MigratingToTablesComplete 
· MigratingToTablesError 
· MigratingToTablesCanceled 
· MigratingToTablesResumed
· Reporting 
· ReportingComplete 
· ReportingError 
· ReportingCanceled 
· ReportingResumed 
· Finishing 
· FinishingComplete 
· FinishingError
· FinishingCanceled 
· FinishingResumed 
· QueuedInWindowsService 

The bolded statuses above are terminal and include all of the Cancelled and Error values. The ProcessingComplete status indicates a successful upload.

	FileStatusDescription
	String
	Ancillary descriptive information to provide greater detail about the current status of the file within the SWIFTRepository system. 

If the status is ProcessingComplete, the FileStatusDescription will be “Complete.”

If the status contains “error”, the FileStatusDescription will be “Errored.”

If the status contains “Cancel”, the FileStatusDescription will be “Canceled.”

	FileType 
	String
	The type of file that has been uploaded

	CurrentFileName  
	String
	The name of the file within the SWIFTRepository system

	OriginalFileName
	String
	The name of the file when it was uploaded

	UnValidatedLinesOrNodes 
	Integer
	The number of lines/nodes that have not been validated yet

	ValidLinesOrNodes 
	Integer
	The number of lines/nodes that have been validated and determined as valid

	InValidLinesOrNodes 
	Integer
	The number of lines/nodes that have been determined to have been invalid

	ValidButUnMigratedLinesOrNodes 
	Integer
	The number of lines/nodes that are valid, but have not been migrated to the database yet

	MigratedLinesOrNodes 
	Integer
	The number of lines/nodes that have been migrated to the database

	ErrorsInMigrationLinesOrNodes 
	Integer
	The number of lines/nodes that have not been migrated to the database due to an error(s)



Sample CheckStatusResponse Success
	<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Header />
  <s:Body xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
    <CheckStatusResponse xmlns="http://www.otech.com/SwiftRepository/SwiftUpload">
      <OperationStatusID>Success</OperationStatusID>
      <OperationStatusMessage>Success</OperationStatusMessage>
      <FileStatusID>ProcessingComplete</FileStatusID>
      <FileStatusDescription>Complete</FileStatusDescription>
      <UnValidatedLinesOrNodes>0</UnValidatedLinesOrNodes>
      <ValidLinesOrNodes>1</ValidLinesOrNodes>
      <InValidLinesOrNodes>0</InValidLinesOrNodes>
      <ValidButUnMigratedLinesOrNodes>0</ValidButUnMigratedLinesOrNodes>
      <MigratedLinesOrNodes>1</MigratedLinesOrNodes>
      <ErrorsInMigrationLinesOrNodes>0</ErrorsInMigrationLinesOrNodes>
      <FileType>NIBRS 2019.1 XML</FileType>
      <CurrentFileName>9bb84866-c9b7-4e08-8acf-b7baf06272ef</CurrentFileName>
      <OriginalFileName>incident-012021-abc.xml</OriginalFileName>
    </CheckStatusResponse>
  </s:Body>





[bookmark: _Toc74177634]GetEDSREsponse
The figure below displays the format of the GetEDSResponse.
[bookmark: _Toc37691805][bookmark: _Toc42768070][bookmark: _Toc74177667]Figure 4 — Format of GetEDSResponse



The table below describes the GetEDSResponse fields.
[bookmark: _Toc74177654]Table 9- GetEDSResponse Fields
	GetEDSResponse

	Description
	

	GetEDSResponse is the response from the GetEDS Web services. 
The requester invokes the GetEDS Web services method to acquire the EDS file for the previously submitted file. The EDS File Layout Specification is defined in Appendix A later in this document.

	Field
	Type
	Description

	OperationStatusID
	OperationStatus Enumeration
	An enumeration that indicates the result of the operation method.  The values of this status are:
· Success
· Error
· AccessDenied 
· MalformedRequest

	OperationStatusMessage
	String
	A message that can be returned in conjunction with the OperationStatusID; typically used to inform the requester of additional information when the OperationStatusID is Error or AccessDenied

	EDSFile 

	Array of Byte
	The EDS file that represents the errors in the uploaded file for the given SubmissionID.





Sample GetEDSResponse Success
	<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Header />
  <s:Body xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
    <GetEDSResponse xmlns="http://www.otech.com/SwiftRepository/SwiftUpload">
      <OperationStatusID>Success</OperationStatusID>
      <OperationStatusMessage>Success</OperationStatusMessage>
<EDSFile></EDSFile>
    </GetEDSResponse>
  </s:Body>
</s:Envelope>



Sample GetEDSResponse Access Denied
	<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Header />
  <s:Body xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
    <GetEDSResponse xmlns="http://www.otech.com/SwiftRepository/SwiftUpload">
      <OperationStatusID>AccessDenied</OperationStatusID>
      <OperationStatusMessage>Access Denied - The credentials provided do not have access to the agency that uploaded/owns the file.</OperationStatusMessage>
    </GetEDSResponse>
  </s:Body>
</s:Envelope>



[bookmark: _Toc74177635]GETWDSRESPONSE
The figure below displays the format of the GetWDSResponse.
[bookmark: _Toc74177668]Figure 5- Format of GetWDSResponse


The table below describes the GetWDSResponse fields.
[bookmark: _Toc74177655]Table 10- GetWDSResponse Fields
	GetWDSResponse

	Description
	

	GetWDSResponse is the response from the GetWDS Web services. 
The requester invokes the GetWDS Web services method to acquire the WDS file for the previously submitted file. The WDS File Layout Specification is defined in Appendix B later in this document.

	Field
	Type
	Description

	OperationStatusID
	OperationStatus Enumeration
	An enumeration that indicates the result of the operation method.  The values of this status are:
· Success
· Error
· AccessDenied 
· MalformedRequest

	OperationStatusMessage
	String
	A message that can be returned in conjunction with the OperationStatusID; typically used to inform the requester of additional information when the OperationStatusID is Error or AccessDenied

	WDSFile 

	Array of Byte
	The WDS file that represents the warnings in the uploaded file for the given SubmissionID.





Sample GetWDSResponse Success
	<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Header />
  <s:Body xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
    <GetWDSResponse xmlns="http://www.otech.com/SwiftRepository/SwiftUpload">
      <OperationStatusID>Success</OperationStatusID>
      <OperationStatusMessage>Success</OperationStatusMessage>
<WDSFile></WDSFile>
    </GetWDSResponse>
  </s:Body>
</s:Envelope>



Sample GetWDSResponse Access Denied
	<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Header />
  <s:Body xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
    <GetWDSResponse xmlns="http://www.otech.com/SwiftRepository/SwiftUpload">
      <OperationStatusID>AccessDenied</OperationStatusID>
      <OperationStatusMessage>Access Denied - The credentials provided do not have access to the agency that uploaded/owns the file.</OperationStatusMessage>
    </GetWDSResponse>
  </s:Body>
</s:Envelope>




[bookmark: _Toc74177636]ChangePasswordResponse
The figure below displays the format of the ChangePasswordResponse.
[bookmark: _Toc74177669]Figure 6- Format of ChangePasswordResponse



The table below describes the ChangePasswordResponse fields.
[bookmark: _Toc74177656]Table 11- ChangePasswordResponse Fields
	ChangePasswordResponse

	Description
	

	ChangePasswordResponse is the response from the Change Password Web services  

	Field
	Type
	Description

	OperationStatusID
	OperationStatus Enumeration
	An enumeration that indicates the result of the operation method.  The values of this status are:
· Success
· Error
· AccessDenied 
· MalformedRequest

	OperationStatusMessage
	String
	A message that can be returned in conjunction with the OperationStatusID; typically used to inform the requester of additional information when the OperationStatusID is Error or AccessDenied



Sample ChangePasswordResponse Success
	<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Header />
  <s:Body xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
    <ChangePasswordResponse xmlns="http://www.otech.com/SwiftRepository/SwiftUpload">
      <OperationStatusID>Success</OperationStatusID>
      <OperationStatusMessage>SUCCESS</OperationStatusMessage>
    </ChangePasswordResponse>
  </s:Body>
</s:Envelope>






Sample ChangePasswordResponse Error
	<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Header />
  <s:Body xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
    <ChangePasswordResponse xmlns="http://www.otech.com/SwiftRepository/SwiftUpload">
      <OperationStatusID>Error</OperationStatusID>
      <OperationStatusMessage> The system was unable to reset your password, please review your entries and try once more. The password must be at least 12 characters long.The password requires at least 2  numeric characters; this had none.The password requires at least 2 characters that are upper case letters; this had 1.The password requires at least 2 characters that are symbols; this had none.</OperationStatusMessage>
    </ChangePasswordResponse>
  </s:Body>
</s:Envelope>




[bookmark: _Ref464712270][bookmark: _Toc479604940][bookmark: _Toc74177637]Behavior Model
This section details the service actions that can be called to provide the functionality described above.  Together, the Action Model and the Process Model give a complete picture of the intended behaviors. 
[bookmark: _Toc479604941][bookmark: _Toc74177638]Action Model
As described in Section 3, Service Model, the Upload Web Services include four operations (actions) that are available to the service provider: 
· Upload
· CheckStatus
· GetEDS
· GetWDS
· ResetPassword
[bookmark: _Toc74177639]Upload
The table below describes the Upload Action Model.
[bookmark: _Toc42768049][bookmark: _Toc74177657]Table 12 — Action Model - Upload
	Action Name: Upload

	Action Purpose

	The requester submits a file to the SWIFTREPOSITORY.
The Use Case is: 
· Submitting data to the SWIFTREPOSITORY
NOTE: Because of the inclusion of username and password, the method must be executed in SSL to provide privacy. 

	Action Inputs
	Action Outputs

	The requester submits a file that is accepted by the SWIFTREPOSITORY along with valid credentials that have access to upload a file to the SWIFTREPOSITORY.
	Requester receives an UploadResponse with a SubmissionID used to reference this upload, an OperationStatusID, and an OperationStatusMessage describing the outcome of the interaction. 

	Action Provenance

	Incident-report provider 





[bookmark: _Toc74177640]CheckStatus
The table below describes the CheckStatus Action Model.
[bookmark: _Toc42768050][bookmark: _Toc74177658]Table 13 — Action Model – Check Status
	Action Name: CheckStatus

	Action Purpose

	The requester queries the status of a submission using the SubmissionID. 
The Use Cases is:
· Checking on the status of a submission to the SWIFTREPOSITORY (SWIFTREPOSITORY will process the files asynchronously) using the SubmissionID for a file (to which the user has access).
NOTE: Because of the inclusion of username and password, the method must be executed in SSL to provide privacy.

	Action Inputs
	Action Outputs

	The requester submits a SubmissionID which was acquired from interaction with the Upload web services, using valid credentials for the file.
	Requester receives a CheckStatusResponse including an OperationStatusID and OperationStatusMessage describing the outcome of the interaction. If the interaction is Successful, the SubmitRecordsResult will include FileStatusID of ProcessingComplete

	 Action Provenance

	Incident-report provider





[bookmark: _Toc74177641]GetEDS
The table below describes the GetEDS Action Model.
[bookmark: _Toc42768051][bookmark: _Toc74177659]Table 14 — Action Model – GetEDS
	Action Name: GetEDS

	Action Purpose

	The requester obtains the EDS file for a submission using the SubmissionID. 
The Use Cases is:
· Obtaining the EDS file from the SWIFTREPOSITORY (SWIFTREPOSITORY will process the files asynchronously) using the SubmissionID for a file (to which the user has access). 
NOTE: Because of the inclusion of username and password, the method must be executed in SSL to provide privacy.

	Action Inputs
	Action Outputs

	The requester submits a SubmissionID which was acquired from interaction with the Upload Web services and valid credentials for that file.
	 Requester receives a GetEDSResponse including an OperationStatusID and OperationStatusMessage describing the outcome of the interaction. If the interaction is Successful, an EDS File as specified in the Appendix A section will be returned as an array of byte.

	Action Provenance

	Incident-report provider


 


[bookmark: _Toc74177642]GETWDS
The table below describes the GetWDS Action Model.
[bookmark: _Toc74177660]Table 15 — Action Model – GetWDS
	Action Name: GetWDS

	Action Purpose

	The requester obtains the WDS file for a submission using the SubmissionID. 
The Use Cases is:
· Obtaining the WDS file from the SWIFTREPOSITORY (SWIFTREPOSITORY will process the files asynchronously) using the SubmissionID for a file (to which the user has access). 
NOTE: Because of the inclusion of username and password, the method must be executed in SSL to provide privacy.

	Action Inputs
	Action Outputs

	The requester submits a SubmissionID which was acquired from interaction with the Upload Web services and valid credentials for that file.
	 Requester receives a GetWDSResponse including an OperationStatusID and OperationStatusMessage describing the outcome of the interaction. If the interaction is Successful, a WDS File as specified in the Appendix B section will be returned as an array of byte.

	Action Provenance

	Incident-report provider


 
[bookmark: _Toc74177643]ChangePassword
The table below describes the ChangePassword Action Model.
[bookmark: _Toc42768052][bookmark: _Toc74177661]Table 16 — Action Model – ChangePassword
	Action Name
	ChangePassword

	Action Purpose

	The invoker resets the password for a set of credentials

	Action Inputs
	Action Outputs

	The requester submits a NewPassword to set for a valid set of credentials
	 Requester receives a ChangePasswordResult including an OperationStatusID and OperationStatusMessage describing the outcome of the interaction. If the interaction is Successful, the password will be updated.

	Action Provenance

	Incident-report provider


 
[bookmark: _Toc74177644]Appendix A: EDS File Layout For SWIFTUpload Web Service
The following table describes the EDS File Layout specification for the SWIFTUpload Web Services Interface.
 
[bookmark: _Toc74177662]Table 17 — EDS File Layout
	DATA ELEMENT NAME
	CHARACTER POSITIONS

	YEAR
	1-4 

	MONTH
	5-6 

	SUBMISSION RECORD NUMBER
	7-13 

	SEGMENT ACTION TYPE
	14 

	ORI
	15-23 

	INCIDENT NUMBER
	24-35 

	SEGMENT LEVEL
	36 

	UCR OFFENSE CODE
	37-39 

	PERSON SEQUENCE NUMBER
	40-42 

	TYPE PROPERTY LOSS/ETC.
	43

	DATA ELEMENT NUMBER
	44-46 

	ERROR NUMBER
	47-49 

	DATA VALUE IN ERROR
	50-61 

	ERROR MESSAGE
	62-LENGTH OF ERROR MESSAGE 

	UNUSED FIELD
	LAST 6 CHARACTERS WILL BE BLANK SPACES





[bookmark: _Toc74177645]APPENDIX B: WDS File Layout For SWIFTUpload Web Service
The following table describes the WDS File Layout specification for the SWIFTUpload Web Services Interface.
 
[bookmark: _Toc74177663]Table 18 — WDS File Layout
	DATA ELEMENT NAME
	CHARACTER POSITIONS

	REPORT YEAR
	1-4 

	REPORT MONTH
	5-6 

	SUBMISSION RECORD NUMBER
	7-13 

	SEGMENT ACTION TYPE
	14 

	ORI
	15-23 

	INCIDENT NUMBER
	24-35 

	PUBLICATION EFFECT
	36 (THIS SPACE WILL BE LEFT EMPTY – NOT APPLICABLE)

	UCR OFFENSE CODE
	37-39 

	SEGMENT LEVEL
	40 

	PERSON SEQUENCE NUMBER
	41-43 

	TYPE PROPERTY LOSS/ETC.
	44

	DATA ELEMENT NUMBER
	45-47 

	VIOLATION NUMBER
	48-59 

	DATA VALUE IN VIOLATION
	60-71 

	VIOLATION MESSAGE
	72-LENGTH OF WARNING MESSAGE 



image1.png
SSWIFTREPOSITORY!




image2.emf

image3.png
"’ OptimumTechnology
9922 Brewster Lane
Powell, OH 43065
(614) 785-1110 phone
www.otech.com

CERTIFIED

Partner




image4.png
Senvice Reference Settings 1

Client

Access level for generated classes: Public

llow generation of asynchronous operations

Generate task-based operations

©) Generate asynchronous operations

Data Type
Iways generte message contracts
Collecton ype: (— 3
Dictionary collection type: [Systm Collctions Genere it 7 |

Reuse types in referenced assemblies
Reuse types n all referenced assemblies

©) Reuse types i specified referenced assemblies:

System Data DtasetEtensons
& System Deployment 4

Compati
Add 2 Web Reference instead of a Service Reference, This will generate code based on NET Framework20 ||
Web Services technology. h

‘Add Web Reference...





image5.emf
UploadRespone

OperationStatusID

OperationStatusMessage

SubmissionStatusID


Microsoft_Visio_Drawing.vsdx
UploadRespone
<<Stereotype>>
parameter
OperationStatusID
OperationStatusMessage
SubmissionStatusID



image6.emf
CheckStatusResponse

OperationStatusID

OperationStatusMessage

FileStatusID

FileStatusDescription

FileType

OriginalFileName

CurrentFileName

UnValidatedLinesOrNodes 

ValidLinesOrNodes 

ErrorsInMigrationLinesOrNodes 

MigratedLinesOrNodes 

ValidButUnMigratedLinesOrNodes 

InValidLinesOrNodes 


Microsoft_Visio_Drawing1.vsdx
CheckStatusResponse
<<Stereotype>>
parameter
OperationStatusID
OperationStatusMessage
FileStatusID
FileStatusDescription
FileType
OriginalFileName
CurrentFileName
UnValidatedLinesOrNodes
ValidLinesOrNodes
ErrorsInMigrationLinesOrNodes
MigratedLinesOrNodes
ValidButUnMigratedLinesOrNodes
InValidLinesOrNodes



image7.emf
GetEDSResponse

OperationStatusID

OperationStatusMessage

EDSFile


Microsoft_Visio_Drawing2.vsdx
GetEDSResponse
<<Stereotype>>
parameter
OperationStatusID
OperationStatusMessage
EDSFile



image8.emf
GetWDSResponse

OperationStatusID

OperationStatusMessage

WDSFile


Microsoft_Visio_Drawing3.vsdx
GetWDSResponse
<<Stereotype>>
parameter
OperationStatusID
OperationStatusMessage
WDSFile



image9.emf
ChangePasswordResponse

OperationStatusID

OperationStatusMessage


Microsoft_Visio_Drawing4.vsdx
ChangePasswordResponse
<<Stereotype>>
parameter
OperationStatusID
OperationStatusMessage



